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Background

One of the key barriers in successful deployment of eduroam, is around ensuring that users are adequately
supported. 802.1x/WPAZ2 Enterprise configuration on the majority of devices is a little more complex than PSK
based Wireless solutions, which users tamiliar withat home. As a result there is a need forlomarding tools

to be made available to users, such as eduroam CAT.

Organisations providing eduroamvill need to provide access to their chosemboarding tool typically they will

be available via the organisations eduroam support webe. The challenge for many organisations is that

devices need Internet access to visit to the organisations eduroam supporpagéthisusuallye 0T 8 O A DOl
for mobile phones which usually haaecess to the Internet via the abile network.

However, there are other situations which require an Internet connection or local network access to gain access
to the onboarding tods. This includeshere organisations have poor mobile coverage, but also for tablets and
laptop devices, with may not have access to theolnile network.

AEA O11 OOETT AAPITUAA AU 1T AT U T OCAT EOAOQETidntatEO OE A (
enables sufficient access to download-bnarding tools, gain access to support webpage and any other relevant
access, but it should fall short of providing full internet access.

Our work with the Further Education sector has highlighted the nfsdrganisations deploying eduroam to

Al 01T AAPITU A ORAAODAAI AGOAAT @i DAOCOTT £ OGOAOO 1-1 61 Al
OAOCOEBRARGB7 Al 1 AA ' AOAAT & bihtoadddsthgaiopdn Wikéless 8SIDA A OAET AAT A
Thefollowing guide is aimed to help you in configuring a walled garden network. This uses thesOpere
productpfSense. x EEAE EO A &EOAxAI 1 @dble $Iter, édvenfoAdigArisatibris & O A A
whichtypicallyAT 1T 8 O -®a3dd ofelatih@systemsjnceit is dmost entirely configuredhrougha web

page, is comparable to appliandmmsed solutions, anirelatively easy to maintain and update.

pfSense can be configured to run in a Virtual Machine, thidgcovers using VMware, but it can also be
deployed ina Xen environmentor on physical hardware.

Since the completion of this guide, there has been an update to pfSkose2.2 to 2.3 and has is now known as
the pfSense Community Edition. irf8e the updatehe user interface has improvetut there is very little change
to the menu options and paged hese instructions have been tested with version 2.2.4 and 2vee2ecommend
using thelatest stable version of the software

Author: Jon Agland Subject specialist (network technologies and infrastructyrdisc
Document- Version 05

Date 9" August 2016
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https://www.jisc.ac.uk/staff/jon-agland
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Changéog

Version Modification Author Date
0.2 Initial version Jon Agland 19" January 2016
0.3 Updating following feedback from Jon Agland 20M April 2016
eduroam (UK) team
0.4 Addededuroam CAT website list Jon Agland 6™ July 2016
0.5 UpdateBackground related tmew Jon Agland 9" August 2016

pfSense 2.3elease

Added missing Networkcreenshoffrom
Create New Virtual Machine

Changdog added

Background 2
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Considerations

You should take some time toonsider and even design the soluti@gcurityis one of the key areas to think
about. Opening up anpenwireless network is a significant risk. Whilst we have some confidence that pfSense
can provide a secure solution, you may wisltomsider additional safeguards. We would suggestftiiowing

1 LAN port of pfSense must be into a dedicated network (VLAN)
0 VLAN should have no IP address on other Routers, Switches, Firewall
o DHCP/IP Helper/DirecteBroadcastis not required DHCP will be provided by pfSense
o0 VLAN may need IBddressing (an SVI) on the Wireless controller
A We know this to be true for Wireless controllers from Cisco and Meru.

o If you need multipleontrollersat different locations, which then use different VLANSs, then you
may need multiple pfSense units

o ThisVLA xEI 1 AA Ui 00 OxAil 1 AA CAOAAT 8 xEAOA 010
0 The IP subnet used should be unique on your network

T  WAN port of pfSense
0 Should be into a dedicated network (VLAN)
o G 061 A A A redricté@hetwork or the perimeter/Internet edg network
o0 Ensure that pfSense Web and SSH interfaces are secured appropriately.

o The corresponding IP interface e.g. on a Router, Layer 3 Switch or Firewall, should have an
appropriate Accesd.ist to offer further protection to your infrastructure

0 Considetthat a failure or misconfiguration of the pfSense could expose this network to untrusted
devices.

0 The IP subnet used must be unique on your network, and be routable out the Internet but can
utilise NAT

9 Further usage of pfSense;
0 You could utilise to proviela Captive Portal for neaduroam users
A Janet connected sites should consider our guidancewest and publicaccess.

0 Ifusing dynamic VLANs inyouredéd 2! $) 53 ATl 1 AE C GQOMAEATI6h AUTAIC
elected as the default VLAN for the controller or for RADIUS in the event of a configuration issue.

0 A separate networland interfacecould be used to provide theduroam visitometwork, this will
need to be compliant with theduroam (UK) Technical Specification

Considerations 3


https://community.jisc.ac.uk/library/janet-policies/guest-and-public-network-access
https://community.jisc.ac.uk/library/janet-services-documentation/eduroamuk-technical-specification
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Preparing

Start by cownloadng the latest ISO irage from the pfSense website. Whilst a-B& version is available for
most installations you should ugbe 64-bit version.

The pfSense ISO image is compressed using, gzgyeforeyou may need a p&age such as 7Zip or you could
gunzipthe file on a Linux/Unix syem.

Download the Captive Portal PHP code from Gist/Github.
RAW PHP versidior download(RAW PHP version ofile)

Code versiorior info/comment/contribution(Gist/Github of captiveportal.php)

Preparing 4


https://gist.githubusercontent.com/jagland/15d15760949773d8287d/raw/5da275c4280754e5d1a01ce7c1d87b20fd5c54d7/captiveportal.php
Gist/Github%20of%20captiveportal.php
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Creating a VMware Virtual Machine for pfSense
/| BAT Ob UI 00 6- xAOA O3PEAOA #1 EAT Oh 2ECEO Al EAE
- AAEET AG

File Edit View Inventory Administration Plug-ins Help
=l és"io esxil.private sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
S Byt Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups | Events | Permissions
General Resources
Manufacturer: He CPU usage: 222 MHz Capadity
Model: ProLiant ML110 G5 “ 2% 2.327GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3348.00 MB Capadity
Processor Type: Intel(R) Xeon(R) CPU i 8062,11 MB
3065 @ 2.33GHz
License: Evaluation Mode - Storage = | Drive Type | Capacity |
B vm-storage 55D 37975GB 37
Processor Sodets: : B loab Non-S5D 465.50GB 46
Cores per Socket: 2 B loak Non-S5D 465.50GB 46
Logical Processors: 2 B locll-150s +5.. Non-SI 149.00 GB 12
Hyperthreading: Tnactive B local0-VMs,No-.. Non-5D 1415068 %
Mumber of NICs: 2
4| i I b
State: Connected
Virtual Machines and Templates: 4 Network | Type
vMotion Enabled: MNfA i DMZ Standard port group
WMware EVC Mode: Disabled i pfSense-Lan Standard port group
i andard port group
iSCSI Standard port
vSphere HA State @ nja i SFTWales LAN Standard port group
Host Configured for FT: MNfA
4| [0 | b
Active Tasks:
Host Profile: MNfA Fault Tolerance
Image Profile: ESXi-5.5.0-20140902001-st... Fault Tolerance Version: 5.0.0-5.0.0-5.0.0
Profile Compliance: @ NA Refresh Virtual Machine Counts
. efresh Virtual Machine Coun
DirectPath I/0: Mot supported [ Tatal Primary VMs: 0
Powered On Primary YMs: v}
Commands
Total Secondary VMs: 1]
ﬁ_-il- New Virtual Machine Powered On Secondary VMs: 1]
a‘ Mew Resource Pool Host Management
ﬁ Enter Maintenance Mode
Manage this host through VMware vCenter,
% Reboot
% Shutdown

Creating a VMware Virtual Machine for pfSense 5
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Choose Typical

File Edit View Inventory Administration Plug-ins Help

o [ [esxi0 (&) Create New Virtual Machi =7
@ old

Configuration Virtual Machine Version: &
Select the configuration for the virtual machine

Configuration

Configuration
Mame and Location @ -
0
Resource Pool Typical
Storage Create a new virtual machine with the most common devices and configuration options.
Guest Operating System i |
MNetwork " Custom N
§ ; B 37
Create a Disk Create a virtual machine with additional devices or spedific configuration options. ,
Ready to Complete B 46
B 46
B 12:
B g

-

ints

Help | < Back | MNext > I Cancel

Creating a VMware Virtual Machine for pfSense 6
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Enter a name for your virtual machine (in this instam@echose pfsens&/g)

File Edit View Inventol ini i -i

o [ |esxi0 @ Create New Virtual Machi =l
old
@ Name and Location Virtual Machine Version: 8
Spedfy a name and location for this virtual machine

Configuration Mame:

Mame and Location fsense-ng|

Resource Pool

Storage Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

. vCenter Server VM folder.
Guest Operating System ‘
Metwork WM folders are not viewable when connected directly to a host. To view VM folders and specify a location | _|
- for this VM, connect to the vCenter Server. B 37¢

Create a Disk

Ready to Complete B 46«
B 46«
B 128
B g«

3
2
ints
Help | < Back | Mext = I Cancel |

#

Creating a VMware Virtual Machine for pfSense 7
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Choose the Resource Pool and click Next;

File Edit View Inwventol ini i -l
o [ |esxi0 @ Create New Virtual Machi
@ old

Resource Pool Virtual Machine Version: 8
Within which resource pool do you want to run this virtual machine?

Confiquration Select the resource pool within which you wish to run this virtual machine.

Mame and Location

Resource Pool Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
Storage machines and child pools share the resources of their parent pool.

Guest Operating System

Network ENE]

Create a Disk @ old

Ready to Complete

Help | < Back | Mext = I Cancel

Creating a VMware Virtual MachinerfpfSense 8
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Choose an appropriate storage location. In most environments a SAN or NAS are used, rather than local disks,
Ul 0 xEI1T OANOGEOA on'" 1T & OOT OACdstTier(e.g0 6SbEATower it A OO
storage €.g. SATA) will be morthan sufficient for most usage.

File Edit View Inventory Administration Plug-ins Help

o O esx0 (&) Create New Virtual Machi
@ old - -
Storage Virtual Machine Version: 8
Select a destination storage for the virtual machine files
Confiquration Select 3 destination storage for the virtual machine files:
Mame and Location 5 DrvaT C - Provisioned = T Thin P
Resource Pool _ame rive Type apacity | Provision ree | Type in Pro
Storage B locald-VMs, .. Non-SD 14150 GB 5182 GB 94.43 GB VMFS5 Supporte
Guest Operating System H locall-150s +.. Non-SD 149,00 GB 26.14 GB 122,86 GB VMFS5 Supporte 3
Metwork a local2 Non-550 465.50 GB 592.00 MB 464.92 GB VMFS3 Supportt
Create a Disk B loaB Mon-550 465,50 GB 59200 MB  464.92 GB VMFS3 supporte |2 7
v te C = -
Ready to Complete @ vm-storage SSD 379.75GB 973.00MB _ 378.80 GB VWMFSS cppoi |
B 46
B 122
B g
2
] 1 +
-
MName Drive Type Capacity | Provisioned Free | Type Thin Provi i
unts
4 nr *
Help < Back | Mext = I Cancel
]
‘ T T

Creating a VMware Virtual Machine for pfSense 9
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Choose the number of network interfacaesd their connections, tahis stagechoose jusbne interfacefor
exampleondaANorDMZ! O A 1 AOAO OOACA xA xEI 1 AAA Al AAAEOEI
add it now.

- ~
(&) Create New Virtual Machine = 3] = |

Metwork Virtual Machine Version: 8

Which network connections will be used by the virtual machine?

Configuration — Create Network Connections
i Mame and Location
i Resource Poal How many NICs do you want to connect? Il 'I
Il Storage

Guest Operating System Connect at
L] Network Metwaork Adapter Power On
| Create a Disk TR W
L Ready to Complete ¢ |SFTWalesLAN ;I |E1000 ;I
L
|
i
I If supported by this virtual machine version, more than 4 NICs can be added after the
i virtual machine is created, via its Edit Settings dialog.
I Adapter choice can affect both networking performance and migration compatibility. Consult
|| the \VMware KnowledgeBasefor more information on choosing among the network adapters
L supportedforvarious guestoperating systems and hosts.
L
U

Help | < Back | Mext = I Cancel
|

\. v,

Creating a VMware Virtual Machine for pfSense 10
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Choose the Guest Operating System version (FreeBSBi§4

File Edit View Inventory Administration Plug-ins Help

B [ |esxi0 @ Create New Virtual Machil =8
& od B

Guest Operating System Virtual Machine Version: 8
Spedfy the guest operating system to use with this virtual machine

Configuration

Mame and Location Sl pEE HEEE

Resource Pool " windows
Storage

. " Linux
Guest Operating System
MNetwork * Other |
Create a Disk )
Ready to Complete VERLE

[FreeBSD (64-bit) -

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help | < Back | Next = I Cancel

Creating a VMware Virtual Machine for pfSense 11
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Select the size of the disk. This can remain at the default of 8GB. The type i.ePfiduision or Thin Provision
will depend on your procedures;

File Edit View Inventony Administration Plug-ins Help
o 0 () Create New Virtual Machine =)
o old
2@ Create a Disk Virtual Machine Version: 8

Specify the virtual disk size and provisioning policy

Confiquration Datastore: [ymstorage
Name and Location

Resotrce Pool Available space (GB): 378.8

Storage
Guest Operating System 5 o s

Virtual disk size: 3. I
Network - : 8 A I

Create a Disk

& Thick Provision Lazy Zeroed
Ready to Complete

" Thick Provision Eager Zeroed

" Thin Provision

ints

Help | < Back | Next > I Cancel |

Creating a VMware Virtual Machine for pfSense 12
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File Edit View Inventol
=] E esxi0 @ Create New Virtual Machil
@ old

Ready to Complete Virtual Machine Version: 8
Click Finish to start a task that will create the new virtual machine

Confiquration Settings for the new virtual machine:
Mame and Location
Name: pfsensewg
Resource Pool o
Host/Cluster esxil.private.sftwales.com
Storage
Guest Operating System Datastore: vm-storage
Metwark Guest 05: FreeBSD (64-bit)
Create a Disk NICs: 1
Ready to Complete NIC 1 Network: SFTWales LAN
NIC 1 Type: Ei000
Disk provisioning: Thick Provision Lazy Zeroed
Virtual DiskSize: 8GB

[V Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

Help | < Back | Continue I Cancel

Creating a VMware Virtual Machine for pfSense 13
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Complete the following changes
1 Memory- adjust as required (for small installations 2566hRy besuitable).
I CPUsg adjust as required (for most installations 1 CPU will be sufficient)
1 Floppyz can be removed
1 NICz#EAAE OEAO OEA )1 OAOEAAA EO OAO AT OOAAOI Uh

File Edit View Inventory Administration Plug-ins Help

= @ [esx0 (& Create New Virtual Machin
@ od

-
(&) pfsense-wg - Wirtual Machine Properties

Hardware lOpﬁons ] Resources

Device Status
I Show All Devices Add... Remove r
Hardware Summary r
Wl Memory (a_ddmg} 1024 MB Device Type
[d cprus (adding) 1 .
. * Client Device L
vid rd (add Vid rd
g eoca ) (@ Ilig} eo_ca Note: To connect this device, you must power on the !V
= VMO device (adding) Restricted virtual machine and then dick the Connect CD/OVD B 37
L New CD/DVD (adding) Client Device | button in the toolbar. 5
é New Floppy (adding) Client Device B ag
e New SCSI Controller (add...  LSI Logic Parallel ® e 5 12:
B8 New NIC (adding) SFTWales LAN 5 g
= MNew Hard Disk (adding) Virtual Disk | J .
" Datastore ISO File [
Mode
{* passthrough IDE {recommended)
" Emulate IDE b
Virtual Device Node
¢ |IDE (1:0) |
pnts
Help Finish Cancel |
— élj
b — — —
\ A

Creating a VMware Virtual Machine for pfSense 14
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Uploading the 1ISO Image

Choose a Datastor® 1T AAO 3 O1 OACAN

File Edit View Inventory Administration Plug-ins Help

= [ [esxi0
@ old

esxil.private.sftwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)

2 ECE QatdsiorAE Al A A

L Bl Virtual Machines | Resource Allocation | Performance | Configuration ' Local Users & Groups | Events | Permissions

Image Profile:
Profile Compliance:
DirectPath 1jO:

ESXi-5.5.0-20140902001-st. ..

@ Nia

Mot supported 3

General Resources
Manufacturer: HP CPU usage: 222 MHz Capadty
Model: Proliant ML 110 G5 w 2% 2.327 GHz
CPU Cores: 2CPUs x 2,327 GHz Memory usage: 3348.00 MB Capadity
Processor Type: Intel(R) Xeon(R) CPU T T P 8062, 11 MB
3065 @ 2.33GHz

License: Evaluation Mode - Storage = | Drive Type | Capacity |

a vm-storage 550 379.75 GB 37
Processor 5°$‘5' ! B local Non-S=D 465.50 GB 46
C"r_eslper Socket: 2 8 lock Non-SD 465.50 GB 46
L°9'°aﬂfr°°§_55°“' z B locall-150s 5. Non-5D 149.00G8 1%
Hyperthreading: Inactive B locald-VMs,No-.. Non-5D 14150 GB 9
Mumber of NICs: 2

4| 1} | b
State: Connected
Virtual Machines and Templates: 4 Network | Type
vMotion Enabled: NjA Q DMZ Standard port group
YMware EVC Mode: Disabled Q pfSense-LAN Standard port group

® iscst Standard port group
vphere HA State @ nja Q SFTWales LAN Standard port group
Host Configured for FT: N/A

< [l | +
Active Tasks:
Host Profile: NfA Fault Tolerance

Commands

E_T Mew Virtual Machine
a‘ MNew Resource Poal
ﬁ Enter Maintenance Mode

% Reboot

By shutdown

Fault Tolerance Version:

Total Primary VMs:
Powered On Primary YMs:

Total Secondary YMs:
Powered On Secondary YMs:

5.0.0-5.0.0-5.0.0

Refresh Virtual Machine Counts
1]
1]

Host Management

Manage this host through YMware wCenter.

Creating a VMware Virtual Machine for§gnse

15



Jisc Walled garden for ofboarding user devices to eduroam

File Edit View Inventory Administration Plug-ins Help
=] E g’do esxil.private sfiwales.com VMware ESXi, 5.5.0, 2068190 | Evaluation (18 days remaining)
old
ﬂl pfsense-wg LI EGT Virtual Machines | Resource Allocation | Performance ' Configuration ' Local Users & Groups | Events | Permissions

General Resources

Manufacturer: HP CPU usage: 125 MHz Capadty

Model: ProLiant ML110 G5 ‘ 2% 2,327 GHz

CPU Cores: 2CPUs x 2,327 GHz Memery usage: 3349.00 MB Capadty

Processor Type: Intel(R) ¥eon{R) CPU Y 3062.11MB

-
@ Datastore Browser - [locall - ISOs + Swap] = & RS
+
B BC R 8R X @
Folders | Search I [locall - I1S0s + Swap] iso
Name Size | Type | Path | Modif
@ FreeNA5-9.3-STABLE-2015021... 392,022.00 KB IS0 image [locall- 1505 + Swap]iso 18/02,
()] 9600.17050.WINELUE_REFRE..  4,435,832.00 KB IS0 image [locall- I50s + Swapliso 18/02
@ pfSense-LiveCD-2.2-RELEASE-... 230,258.00 KB IS0 image [locali- I50s + Swap]iso 18/02,
@ ubuntu-15.04-server-amdédiso 630,784.00 KB IS0 image [locall-I50s + Swapliso 17/08,
4 T 3
\ b,

ﬁ‘j‘ New Virtual Machine Powered On Secondary YMs: o]

6 New Resource Pool Host Management

ﬁ Enter Maintenance Mode

Manage this host through VMware vCenter,
[By Reboot
% Shutdown

Creating a VMware Virtual Machine for pfSense 16
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Next choose the ISO imageu wish to upload (If you do hbave an ISO image refer to tipee-requisites
section)

Creating a VMware Virtual Machine for pfSense 17





























































































































































































