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Background 
One of the key barriers in successful deployment of eduroam, is around ensuring that users are adequately 

supported.   802.1x/WPA2 Enterprise configuration on the majority of devices is a little more complex than PSK-

based Wireless solutions, which users are familiar with at home.  As a result there is a need for on-boarding tools 

to be made available to users, such as eduroam CAT. 

Organisations providing eduroam will need to provide access to their chosen on-boarding tool; typically they will 

be available via the organisations eduroam support web page. The challenge for many organisations is that 

devices need Internet access to visit to the organisations eduroam support web page, this usually ÉÓÎȭÔ Á ÐÒÏÂÌÅÍ 

for mobile phones which usually have access to the Internet via the mobile network. 

However, there are other situations which require an Internet connection or local network access to gain access 

to the on-boarding tools.   This includes where organisations have poor mobile coverage, but also for tablets and 

laptop devices, which may not have access to the mobile network. 

4ÈÅ ÓÏÌÕÔÉÏÎ ÄÅÐÌÏÙÅÄ ÂÙ ÍÁÎÙ ÏÒÇÁÎÉÓÁÔÉÏÎÓ ÉÓ ÔÈÁÔ ÏÆ Á Ȭ7ÁÌÌÅÄ 'ÁÒÄÅÎȭȟ ÔÈÉÓ ÉÓ Á ÎÅÔ×ÏÒË ÃÏÎÎÅÃÔion that 

enables sufficient access to download on-boarding tools, gain access to support webpage and any other relevant 

access, but it should fall short of providing full internet access. 

Our work with the Further Education sector has highlighted the need for organisations deploying eduroam to 

ÁÌÓÏ ÄÅÐÌÏÙ Á Ȭ7ÁÌÌÅÄ 'ÁÒÄÅÎȭ ÔÏ ÏÎ-ÂÏÁÒÄ ÌÁÒÇÅ ÎÕÍÂÅÒÓ ÏÆ ÕÓÅÒÓ ÏÎÔÏ ÅÄÕÒÏÁÍȟ ÁÎÄ ÔÏ ÅÎÁÂÌÅ ÕÓÅÒÓ ÔÏ ȬÓÅÌÆ-

ÓÅÒÖÉÃÅȭȢ  4ÈÅ Ȭ7ÁÌÌÅÄ 'ÁÒÄÅÎȭ ÉÓ ÔÙÐÉÃÁÌÌÙ ÍÁÄÅ ÁÖÁÉÌÁÂÌÅ by broadcasting an open wireless SSID. 

The following guide is aimed to help you in configuring a walled garden network.  This uses the Open-source 

product pfSenseȟ ×ÈÉÃÈ ÉÓ Á &ÉÒÅ×ÁÌÌ ÓÏÌÕÔÉÏÎ ÂÁÓÅÄ ÏÎ &ÒÅÅ"3$Ȣ  )ÔȭÓ Á viable solution, even for organisations 

which typically ÄÏÎȭÔ ÕÓÅ 5ÎÉØ-based operating systems, since it is almost entirely configured through a web 

page, is comparable to appliance-based solutions, and is relatively easy to maintain and update.   

pfSense can be configured to run in a Virtual Machine, this guide covers using VMware, but it can also be 

deployed in a Xen environment, or on physical hardware. 

Since the completion of this guide, there has been an update to pfSense from 2.2 to 2.3, and has is now known as 

the pfSense Community Edition.  Since the update the user interface has improved, but there is very little change 

to the menu options and pages. These instructions have been tested with version 2.2.4 and 2.3.2, we recommend 

using the latest stable version of the software. 

Author: Jon Agland, Subject specialist (network technologies and infrastructure), Jisc 

Document - Version 0.5 

Date 9th August 2016 

https://www.jisc.ac.uk/staff/jon-agland
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Changelog 

Version Modification Author Date 

0.2 Initial version Jon Agland 19th January 2016 

0.3 Updating following feedback from 

eduroam (UK) team 

Jon Agland 20th April 2016 

0.4 Added eduroam CAT website list  Jon Agland 6th July 2016 

0.5 Update Background related to new 

pfSense 2.3 release 

Added missing Network screenshot from 

Create New Virtual Machine 

Changelog added 

Jon Agland 9th August 2016 
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Considerations 
You should take some time to consider and even design the solution, security is one of the key areas to think 

about.  Opening up an open wireless network is a significant risk.  Whilst we have some confidence that pfSense 

can provide a secure solution, you may wish to consider additional safeguards.  We would suggest the following 

¶ LAN port of pfSense must be into a dedicated network (VLAN) 

o VLAN should have no IP address on other Routers, Switches, Firewall 

o DHCP/IP Helper/Directed-Broadcast is not required, DHCP will be provided by pfSense 

o VLAN may need IP addressing (an SVI) on the Wireless controller 

Á We know this to be true for Wireless controllers from Cisco and Meru. 

o If you need multiple controllers at different locations, which then use different VLANs, then you 

may need multiple pfSense units 

o This VLA. ×ÉÌÌ ÂÅ ÙÏÕÒ Ȭ×ÁÌÌÅÄ ÇÁÒÄÅÎȭ ×ÈÅÒÅ ÕÎÔÒÕÓÔÅÄ ÄÅÖÉÃÅÓ ×ÉÌÌ ÂÅ ÃÏÎÎÅÃÔÅÄȢ 

o The IP subnet used should be unique on your network 

¶ WAN port of pfSense  

o Should be into a dedicated network (VLAN) 

o CÏÕÌÄ ÂÅ Á Ȭ$-:ȭ, restricted network, or the perimeter/Internet edge network 

o Ensure that pfSense Web and SSH interfaces are secured appropriately.  

o The corresponding IP interface e.g. on a Router, Layer 3 Switch or Firewall, should have an 

appropriate Access-List to offer further protection to your infrastructure 

o Consider that a failure or misconfiguration of the pfSense could expose this network to untrusted 

devices. 

o The IP subnet used must be unique on your network, and be routable out the Internet but can 

utilise NAT 

¶ Further usage of pfSense; 

o You could utilise to provide a Captive Portal for non-eduroam users 

Á Janet connected sites should consider our guidance on guest and public access. 

o If using dynamic VLANs in your eduroÁÍȾ2!$)53 ÃÏÎÆÉÇÕÒÁÔÉÏÎȟ ÙÏÕÒ Ȭ×ÁÌÌÅÄ-ÇÁÒÄÅÎȭ ÃÏÕÌÄ ÂÅ 

elected as the default VLAN for the controller or for RADIUS in the event of a configuration issue. 

o A separate network and interface could be used to provide the eduroam visitor network, this will 

need to be compliant with the eduroam (UK) Technical Specification. 

https://community.jisc.ac.uk/library/janet-policies/guest-and-public-network-access
https://community.jisc.ac.uk/library/janet-services-documentation/eduroamuk-technical-specification
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Preparing 
Start by downloading the latest ISO image from the pfSense website.  Whilst a 32-bit version is available for 

most installations you should use the 64-bit version. 

The pfSense ISO image is compressed using gzip, therefore you may need a package such as 7Zip or you could 

gunzip the file on a Linux/Unix system. 

Download the Captive Portal PHP code from Gist/Github. 

RAW  PHP version for download (RAW PHP version of file)  

Code version for info/comment/contribution (Gist/Github of captiveportal.php)  

  

https://gist.githubusercontent.com/jagland/15d15760949773d8287d/raw/5da275c4280754e5d1a01ce7c1d87b20fd5c54d7/captiveportal.php
Gist/Github%20of%20captiveportal.php
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Creating a VMware Virtual Machine for pfSense 
/ÐÅÎ ÕÐ ÙÏÕÒ 6-×ÁÒÅ Ö3ÐÈÅÒÅ #ÌÉÅÎÔȟ 2ÉÇÈÔ ÃÌÉÃË ÏÎ ÙÏÕÒ (ÏÓÔȾ#ÌÕÓÔÅÒȾ2ÅÓÏÕÒÃÅ 0ÏÏÌ ÁÎÄ ÃÈÏÏÓÅ Ȭ.Å× 6ÉÒÔÕÁÌ 

-ÁÃÈÉÎÅȭ 
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Choose Typical 
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Enter a name for your virtual machine (in this instance we chose pfsense-wg) 
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Choose the Resource Pool and click Next; 
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Choose an appropriate storage location.  In most environments a SAN or NAS are used, rather than local disks, 

ÙÏÕ ×ÉÌÌ ÒÅÑÕÉÒÅ ͻή'" ÏÆ ÓÔÏÒÁÇÅ ÔÏ ÓÔÁÒÔȢ  4ÈÅ ÓÔÏÒÁÇÅ ÎÅÅÄÎȭÔ ÂÅ ÙÏÕÒ (ÉÇÈest Tier (e.g.. SSD/SAS), Lower Tier 

storage (e.g. SATA) will be more than sufficient for most usage. 
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Choose the number of network interfaces and their connections, at this stage choose just one interface for 

example on a LAN or DMZ.  !Ô Á ÌÁÔÅÒ ÓÔÁÇÅ ×Å ×ÉÌÌ ÁÄÄ ÁÎ ÁÄÄÉÔÉÏÎÁÌ ÉÎÔÅÒÆÁÃÅ ÆÏÒ ÔÈÅ Ȭ7ÁÌÌÅÄ 'ÁÒÄÅÎȭȟ ÄÏ ÎÏÔ 

add it now. 
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Choose the Guest Operating System version (FreeBSD 64-Bit) 
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Select the size of the disk.  This can remain at the default of 8GB.   The type i.e. Thick Provision or Thin Provision 

will depend on your procedures; 
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/Î ÔÈÉÓ ÓÃÒÅÅÎȟ ÒÅÍÅÍÂÅÒ ÔÏ ÔÉÃË Ȭ%ÄÉÔ ÔÈÅ ÖÉÒÔÕÁÌ ÍÁÃhine settings before completion 
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Complete the following changes 

¶ Memory - adjust as required (for small installations 256MB may be suitable). 

¶ CPUs ɀ adjust as required (for most installations 1 CPU will be sufficient) 

¶ Floppy ɀ can be removed 

¶ NIC ɀ #ÈÅÃË ÔÈÁÔ ÔÈÅ )ÎÔÅÒÆÁÃÅ ÉÓ ÓÅÔ ÃÏÒÒÅÃÔÌÙȟ ÔÈÉÓ ×ÉÌÌ ÂÅÃÏÍÅ ÔÈÅ Ȭ7!. )ÎÔÅÒÆÁÃÅȭ ×ÉÔÈÉÎ ÐÆ3ÅÎÓÅȢ 
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Uploading the ISO Image 
Choose a Datastore ÕÎÄÅÒ 3ÔÏÒÁÇÅȟ 2ÉÇÈÔ ÃÌÉÃË ÁÎÄ ÃÈÏÏÓÅ Ȭ"ÒÏ×ÓÅ Datastoreȭ 
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Next ÃÌÉÃË ÏÎ ÔÈÅ Ȭ5ÐÌÏÁÄ ÆÉÌÅÓ ÔÏ $ÁÔÁÓÔÏÒÅȭ ÉÃÏÎ ɉ)ÔȭÓ ÔÈÅ ÏÎÅ ×ÉÔÈ ÔÈÅ ÇÒÅÅÎ ÁÒÒÏ× ÐÏÉÎÔ ÕÐ×ÁÒÄÓɊ 
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Next choose the ISO image you wish to upload (If you do not have an ISO image refer to the pre-requisites 

section) 

 

  






























































































































